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CYBER
SECURITY

https://www.adlconsulting.co.uk

FOR ACCOUNTANCY PRACTICES

A PRACTICAL (AND BRIEF) GUIDE TO 



No such thing as a stupid question



WHERE PEOPLE

MEET DATA

MEET TECHNOLOGY





READ GOOD ONES
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43% OF BUSINESSES
30% OF CHARITIES

IDENTIFIED BREACH OR ATTACKS



ESTIMATED COST OF 
MOST DISRUPTIVE BREACH:

£3550 т FOR BUSINESSES
£8690 т FOR CHARITIES



FIRST PARTY LOSSES
MALPRACTICE CLAIMS

PRIVACY LIABILITY
REGULATORY EXPOSURE



HOW DO WE SOLVE THIS?





BY DESIGN AND BY DEFAULT
A RT I C L E  2 5 :  DATA  P ROT ECT I O N



Taking into account the state of the art, the 
cost of implementation and the nature, scope, 

ĦŸŰƣĲǂƣШċŰĬШƓƨƖƓŸƚĲƚШŸŉШƓƖŸĦĲƚƚŔŰŊв

THE WHY



вċƚШƽĲũũШċƚШƣőĲШƖŔƚťƚШŸŉШƻċƖǃŔŰŊШũŔťĲũŔőŸŸĬШċŰĬШ
severity for rights and freedoms of natural 

persons posed 
ĤǃШƣőĲШƓƖŸĦĲƚƚŔŰŊв

THE RISK



вƣőĲШĦŸŰƣƖŸũũĲƖШƚőċũũЯШĤŸƣőШċƣШƣőĲШƣŔůĲШŸŉШ
the determination of the means for processing 

and at the time of 
ƣőĲШƓƖŸĦĲƚƚŔŰŊШŔƣƚĲũŉв
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вŔůƓũĲůĲŰƣШċƓƓƖŸƓƖŔċƣĲШƣĲĦőŰŔĦċũШċŰĬШ
ŸƖŊċŰŔƚċƣŔŸŰċũШůĲċƚƨƖĲƚв

PUT PROTECTIONS IN PLACE



вƚƨĦőШċƚШƓƚĲƨĬŸŰǃůŔƚċƣŔŸŰЯШƽőŔĦőШċƖĲШ
designed to implement data-protection 
ƓƖŔŰĦŔƓũĲƚЯШƚƨĦőШċƚШĬċƣċШůŔŰŔůŔƚċƣŔŸŰв

SOME SUGGESTIONS



вШŔŰШċŰШĲŉŉĲĦƣŔƻĲШůċŰŰĲƖШв

NOWHERE TO HIDE



вċŰĬШƣŸШŔŰƣĲŊƖċƣĲШƣőĲШŰĲĦĲƚƚċƖǃШƚċŉĲŊƨċƖĬƚШ
into the processing in order to meet the 

requirements of this Regulation and protect 
the rights of data subjects.

INTEGRATE SAFEGUARDS







RISK = CONSEQUENCE * LIKELIHOOD
R I S K  S CO R I N G

Impact

Consequence Low Medium High
Low 1 2 3

Medium 2 4 6
High 3 6 9







The controller shall implement appropriate 
technical 

and organisational measures for ensuring that, 
by default, only personal data which are 

necessary for each specific purpose of the 
processing are processed. 

INHERITED WHY



1. HUMANS
2. PERIMETER
3. NETWORK
4. ENDPOINT

5. APPLICATION
6. DATA

7. MISSION CRITICAL ASSETS



1. HUMANS



EDUCATION AND TRAINING
T E AC H  YO U R  P EO P L E





IF WE UNDERSTAND THE WHY
WE WILL ENDURE THE HOW





2. PERIMETER



ACCESS CONTROL
STO P  B E FO R E  T H EY  STA RT





3. NETWORK



FIREWALLS
D E FAU LT  D E N Y











WHITELISTING (MAC FILTERING)
WEB/DNS FILTERING

INTRUSION PROTECTION SYSTEMS
NETWORK ENCRYPTION



4. ENDPOINT



PATCH
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MALWARE
M A L I C I O U S  S O F T WA R E







5. APPLICATION



PASSWORDS
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(26+10)^6 = 2.2BN
6  C H A R ACT E R  PA S SWO RD





(26+10)^10 = 3.65QUADRILLION
1 0  C H A R ACT E R  PA S SWO R D







cĲũũŸШŔƣќƚШůĲЯШfШƽċƚШƽŸŰĬĲƖŔŰŊШŔŉШċŉƣĲƖШċũũШƣőĲƚĲШǃĲċƖƚШǃŸƨќĬШlike to meet?

H i m , I w w i a @ t y y l 2 m ?













PHISHING
E M A I L  F R AU D















6. DATA







7. MISSION CRITICAL DATA
















