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No such thing as a stupid questio




WHERE PEOPLE

MEET TECHNOLOGY

MEET DATA
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READ GOOD ONES



43% OF BUSINESSES
30% OF CHARITIES
IDENTIFIED BREACH OR ATTACKS




ESTIMATED COST OF
MOST DISRUPTIVE BREACH:

£3550T FOR BUSINESSES
£8690T FOR CHARITIES



FIRST PARTY LOSSES
MALPRACTICE CLAIMS
PRIVACY LIABILITY
REGULATORY EXPOSURE



HOW DO WE SOLVE THIS?
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ARTICLE 25: DATA PROTECTION

BY DESIGN AND BY DEFAULT
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Taking into account the state of the art, the
cost of |mplementat|on and the nature, scope,
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severity for rights and freedoms of natural

persons posed
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the determination of the means for processing

and at the time of
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PUT PROTECTIONS IN PLACE
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SOME SUGGESTIONS
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designed to implement dataprotection
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NOWHERE TO HIDE
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INTEGRATE SAFEGUARDS
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into the processing in order to meet the
requirements of this Regulation and protect
the rights of data subjects.









RISK = CONSEQUENCE * LIKELIHOOD

-

Consequence Low Medium High

Low 1 2 3
Medium 4 6
High 3 6 9
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INHERITED WHY

The controller shall implement appropriate
technical
and organisational measuregor ensuring that,
by default, only personal data which are
necessaryfor each specific purposeof the
processing are processed.



1. HUMANS
2. PERIMETER
3. NETWORK
4. ENDPOINT
5. APPLICATION
6. DATA
/7. MISSION CRITICAL ASSETS



1. HUMANS



TEACH YOUR PEOPLE

EDUCATION AND TRAINING






IF WE UNDERSTAND THE WHY
WE WILL ENDURE THE HOW







2. PERIMETER



STOP BEFORE THEY START

ACCESS CONTROL






3. NETWORK



DEFAULT DENY

FIREWALLS






Connect to your
Hub's Wireless:

Coloct your wWireless N"'.hw!b
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Business Smart Hub 2 Manager

Home > Advancedsettings > Firewall

Port forwarding Configuration

Firewall

Default Allow all outgoing connections and block all unsolicited incoming traffic. Games and application
sharing is allowed.

Block all Block all incoming and outgoing traffic. Rules set in 'Port Forwarding' and 'IPv6 Pinholes' will not
have any effect.

Disabled Allows all traffic to pass through the Firewall. Note: you'll still need to use the Port Forwarding
feature to make sure that certain applications work properly.







WHITELISTING (MAC FILTERING)
WEB/DNS FILTERING
INTRUSION PROTECTION SYSTEMS
NETWORK ENCRYPTION



4. ENDPOINT
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MALICIOUS SOFTWARE

MALWARE









5. APPLICATION
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PASSWORDS



6 CHARACTER PASSWORD

(26+10)"6 = 2.2BN







10 CHARACTER PASSWORD

(26+10)"10 = 3.65QUADRILLION



(26 + 10)® = 2,176,782, 336

(26+10)'0 = 3,656, 158, 440,062,976



TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Lefters Lowercase Letters
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Step 1 Step 2 Step 3
Username and Token or PIN entered Fingerprint or other
password entered biometric verified






EMAIL FRAUD

PHISHING






L N N New shared folder UNITID_forecast — UNITID (Alle berichten)
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Dropbox <no-reply@dropboxforteams.com> B Inbox - UNITID 21 November 2016 at 16:35
New shared folder UNITID_forecast L

To: Sebastian Conijn <Y -

*"
%

Hi Sebastian,

Your admin, Martijn, has shared a folder called "UNITiD_planning” with

you. To add this folder to your account, please press the button below.

Add folder to my account

Enjoy!
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[ Try Dropbox Business

33 Dropbox

Sign in O Create an account

Sign in with Google

ar

Email

Password

ﬂ Remember me m

Forgot your password?

Get Dropbox on your desktop — download now
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[ Try Dropbox Business g Drﬂ pbﬂx

SIgn in Of Create an account

Sign in with Google

Password

B rRemember me m

Forgat yaur password?

Get Dropbox on your desktop — download now




Fake website
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33 Dropbox
Sign in or create an account

Dropbox
Install
Mobile
Pricing
Business
Enterprise

Taur

Aboutus

Dropbox Blog
About
Branding
Hews

Jobs

Suppert
Help Center
Contact us
Copyright
Cookies

Privacy & Terms

p— ==

Forgot your password?

Community
Referrals
Farum
Twinter
Facebook

Developers

or

Email

Password

Get Dropbox on your desktop — download now

Real website
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Dropbox
Install
Maobile
Pricing
Business
Enterprise
Tour

About us

Dropbox Blog
About
Branding
Mews

Jobs

Support
Help Center
Contact us
Copyright
Cookies

Privacy & Terms

Community
Referrals
Forum
Twitter
Facebook
Developers

1 im with

@ remember me m

Forgot your password?

Get Dropbox on your desktop — download now
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6. DATA
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7. MISSION CRITICAL DATA
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(Cf\f\|l\l\| US Crime + Justice ® !

‘Mom, these bad men have me’: She believes

scammers cloned her daughter’s voice in a fake
kidnapping

\ By Faith Karimi, CNN
' @ 8 minread - Updated 9:26 AM EDT, Sat April 29, 2023

[l X =S










