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1. Introduction

We all know that we are in a world of fast and constant change and that is so true in the world of audit and
assurance technology. Barely a week passes without there being some new tool available to help improve the quality
and / or efficiency of a process in your firm.

But which tools should we be using? Do they all do the same thing? What are others doing? What will my regulator
say when they see | am using a tool? These are all questions being asked in every firm | speak to.

The only answer that | can honestly give is that if you don't do SOMETHING, you will get left behind!

Trainees starting in the profession expect that you are using up to date tools. Saying that you are using an electronic
audit file no longer counts as being at the cutting edge!

In this session we will primarily focus on one very small aspect of this audit and assurance technology jigsaw, Data
Analytics, before looking at the wider audit and assurance technology stack. We will also talk about the topic that no
technology session can avoid, Al

We will look at what IS Data Analytics, what tools are available and how you can use these tools across you audit and
assurance assignments to improve efficiency, quality and client service.

We will then consider what a good audit tech stack looks like and how firms should be implementing tools across the
workflow.

Finally, we will consider the part Al has to play in the process and where firms should be leveraging this technology
but also the issues to consider where firms need to take care!

Please note that any references to Auditing Standards in these notes are to the International Standards on Auditing
and published by the International Audit and Assurance Standards Board. Locally published standards my differ.



2. What is Data Analytics?

2.1. A basic definition

A quick internet search will show you that Data Analytics in the audit and assurance space has been around for a
number of years, but even over that time, there has not been a uniform, agreed upon definition of what data analytics
actually is!

The IAASB defines Audit Data Analytics as the science and art of discovering and analysing patterns, deviations and
inconsistencies, and extracting other useful information in the data underlying or related to the subject matter of an
audit through analysis, modelling and visualisation for the purpose of planning and performing the audit.

In its simplest form, data analytics is about identification of relationships (or the lack of) between pieces of data.
Looking at the pattern of sales across a date range is data analytics! Using this data to draw conclusions about
populations or to drive risk assessments and focus effort is the key.

The thing that changed 10 or so years ago was the technology used to drive the data analysis. Tools were developed
both inside audit firms and in the open market, which could take large sets of data and perform robust analysis
quickly, using pre-programable templates, usually accompanied by visualizations. It was this ability to quickly look at
an entire population and identify abnormalities which grabbed the attention of the profession.

2.2. Automated Tools and Techniques

The IAASB have attempted to define some of the technology in this area by coining the phrase Automated Tools and
Techniques (ATT). While ATT is not directly defined in an auditing standard, in a non-authoritative guide related to
technology published in April 2000, the IAASB explains that they feel the term Data Analytics is too narrow and risks
not encompassing ‘all of the emerging technologies that are being used when designing and performing audit
procedures today. ..... technologies and related audit applications will continue to evolve, such as artificial intelligence
(Al) applications, robotic automation processes and the use of drones’.

https://www.iaasb.org/_flysystem/azure-private/publications/files/FINAL-Non-Authoritative-Support-Material_Audit-
Documentation-When-Using-Automated-Tools-And-Techniques.pdf

2.3. CAATs

For those of us who have been in auditing for a while, the phrase Computer Assisted Audit Techniques, or CAATSs, will
also be familiar. CAATs are defined as applications of auditing procedures using the computer as an audit tool. The
termis not in ISA 315 Revised but still appears in other standards including ISAs 240 and 330, although these will be
replaced as revisions to the standards come through.

CAATs were more typically deployed to look at the computer system itself, rather than the financial data which was
output. CAATs would more typically be part of General IT Controls (GITCs) understanding and testing in ISA315
language.

2.4. Our focus in this session

All of the above are part of what makes a modern audit and assurance assignment, but for the purposes of this
session, we will focus on the data analytics which look at the transactions and output of the financial statements and
also the automated tools and techniques available.

2.5. Am | allowed to use these technology tools?

In the early years of these tools being available, practitioners were sometimes uneasy about using technology as part
of their audit and assurance assignments as the standards do not specifically state that such technology could be
used, although they did not specifically discourage it either!

ISA 315 Revised in 2019 overtly opened the door to the use of such technology and techniques by introducing the
ATT phrase into the standard and linking it to the risk assessment process. The application guidance to ISA 315
Revised refers to the use of ATTs in the following instances (among others):


https://www.iaasb.org/_flysystem/azure-private/publications/files/FINAL-Non-Authoritative-Support-Material_Audit-Documentation-When-Using-Automated-Tools-And-Techniques.pdf
https://www.iaasb.org/_flysystem/azure-private/publications/files/FINAL-Non-Authoritative-Support-Material_Audit-Documentation-When-Using-Automated-Tools-And-Techniques.pdf

e Para A21 - ‘Using automated tools and techniques, the auditor may perform risk assessment procedures on
large volumes of data (from the general ledger, sub-ledgers or other operational data) including for analysis,
recalculations, reperformance or reconciliations.’

e Para A31 - ‘Analytical procedures can be performed using a number of tools or techniques, which may be
automated. Applying automated analytical procedures to the data may be referred to as data analytics.’

e Para A35 - . Automated tools or techniques may also be used to observe or inspect, in particular assets, for
example through the use of remote observation tools (e.g., a drone).’

e Para A57 —'. The auditor may use automated tools and techniques to understand flows of transactions and
processing as part of the auditor’s procedures to understand the information system. An outcome of these
procedures may be that the auditor obtains information about the entity’s organizational structure or those
with whom the entity conducts business (e.g., vendors, customers, related parties).’

e ParaAl161 — " In manual general ledger systems, non-standard journal entries may be identified through
inspection of ledgers, journals, and supporting documentation. When automated procedures are used to
maintain the general ledger and prepare financial statements, such entries may exist only in electronic form
and may therefore be more easily identified through the use of automated techniques.’

Regulators and quality reviewers will rightly still want to see documented consideration of what the tool or technigue
is doing. What inputs have you used? What criteria have been applied? Has the output been included on the file? You
cannot simply write on an audit file that 'xxx software has been used, and no anomalies were found’

There is also a firm level requirement to ensure that the ISQM1 is considered. |s the software being used correctly
programmed and maintained?

But if these points are addressed, then by all means use these techniques to improve your audit quality and drive
efficiency!



3. What tools are available in the Data Analytics space?

As mentioned above, there are a number of tools in both the Data Analytics space and the wider audit tech stack. We
will look at the wider tech stack in section 6 below. In this section we will consider some of the product currently on
the open market but also consider some simpler options as well.

Please note that this is not a comprehensive list and that new products are coming to market all the time!

A caveat to remember for all of these products is that the output and insight are only as good as the data you put
into them!

3.1. Stand-alone products — use out of the box

There are a few well known products in the audit data analytics space which have been on the market for a while
now. These are included below in alphabetical order.

Caseware |dea

Idea has been in the market for a number of years and has recently had a facelift to give it a more modern interface
and enable the power of the Cloud to drive some of the work it does. It can get data via imports from Excel, PDFs etc
but also from 50+ bookkeeping/ERP systems and via coding from the likes of Python etc.

It will then be able to run analysis such as trend and patterns, data anomalies, possible fraud detection as well as
journal entry testing and producing visualisations.

Idea has traditionally been seen as more of a corporate tool than one for auditors, but there are a number of useful
features to the tooling which auditors will find useful.

Inflo

Inflo was set up initially as an audit data analytics software provider, although over time they have diversified into
other audit workstream products as well.

Inflo has various modules to ingest data, run analysis cross the whole population to identify anomalies and risk areas
and prepare visualisations of that data to help auditors understand what the data means. There is also a sampling
tool to automate the sample selection process.

Mindbridge
Mindbridge is the other well-known name in the ‘off the shelf audit data analytics space.

As with Idea and Inflo, Mindbridge promises to give deep analysis with full population testing and advanced anomaly
detection. MindBridge will identify hidden patterns, unusual transactions, and outliers which will drive risk and testing
strategies.

You may well be wondering why there are three products which in essence purport to do very similar things. Well
there are two reasons for this. First is that they would each claim that they have unique points of difference, which is
probably true, but for a number of auditors, they probably just use the same elements of each tool anyway! Second
is pricing! As with all software, the three above will charge different prices for different functionality and may well
charge differently depending on any other products and services you take from them. As with all software decisions,
look at the one which works for you from both the function and pricing perspective!

3.2. Stand-alone products — some design input needed

While the above products are able to provide a lot of the standard needs of most audits, there will always be
situations where the out of the box solution falls short and something more bespoke is needed.

Typically, this happens where there are very large data sets involved which the solutions cannot handle or where the
data is so complex that the analysis needs is not possible with the standard templates provided.
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This is where a more bespoke solution may be useful.
Alteryx
Alteryx is an industry leading solution which allows auditors to design their own analytics workflows.

The platform is capable of handling extremely large data sets and allows workflows to be designed and adapted
without the need for coding, with a friendly user interface.

Workflows can be saved and used on multiple assignments but also amended for specific circumstances.

Most firms find that they have a pool of ‘designers’ who work on building the initial workflows and they can then
either act as a data analysis centre for the firm, receiving data and running procedures as requested or the workflows
can be deployed for individual auditors to use themselves.

This solution allows for be-spoking to specific industry types or for firms own audit methodologies.

3.3. Integrated products

Both Caseware and Inflo have embedded data analytics into the working papers products alongside audit
methodologies, thus allowing a seamless integration in the audit workflow.

Other providers are working on similar solutions.
Within Global Focus Cloud, there is an embedded Data Analytics functionality, know as the Analytics Hub.
If you are a user of these platforms already, why not use them!

3.4. Write your own solution

Some firms with the appropriate internal IT development resources have started to design some of their own tools
using the likes of python, helped by Chat GPT!

This is still a big task to take on and something which, if it is felt to be needed, should really be done at a firm wide, or
even a network level so that the costs of designing could be shared and the ultimate product used by the wider firm
or network family.

3.5. What about good old Excel?

While we are looking at all these great tools, remember that you do still have a pretty powerful tool on your machine
already in the form of Excel.

When it comes to sorting and filtering of data and some of the basic analysis, Excel is more than capable of doing
the job.

The issue for most people though is not knowing the capabilities of Excel or how to do certain things. This means
that they may spend hours designing and researching how to do something, costing a large amount of chargeable
time, when a tool already exists which is designed to do the task and costs a fraction of the chargeable time spent.

For simple tasks, Excel is great. For more complex tasks that might be repeated across the audit team, develop
Excel templates which can be easily access and used rather than every team member designing their own things
from scratch.

Excel will however start to slow down when large amounts of data are involved, and this is really where the specialist
products come into their own.

So, do not completely dismiss Excel, but also do not think it is the go-to option either!



4. Where can Audit Data Analytics make a difference in your assignment?

The key question which most people ask, is how can | actually use these tools and techniques in my assignments,
and will they make a difference?

The short answers to these questions are, almost everywhere, and yes!

4.1. What are the benefits of using Data Analytics?

There are a number of potential benefits to audit quality and efficiency from the use of Data Analytics, including:

e Anincreased understanding of the business through the analysis of trends and patterns making it easier to
identify anomalies or outliers.

e The ability to better identify risks and therefore focus testing more precisely.

e Increased efficiency by using tools to automate the processing and analysis of large volumes of data quickly,
allowing audit time to be more focused on judgemental and risky areas.

e The potential for testing 100% of a population in some cases, thereby reducing or even eliminating sampling risk

e The efficient analysis of non-financial data (such as who processed transactions and when) to assist with fraud
detection and control deficiencies.

e The ability to share useful data on all of the above with the entity being audited, enhancing the value of the audit
process.

4.2. What are the challenges of using Data Analytics?

As with all engagement matters, there are key considerations to ensure that Data Analytics deliver all the potential
benefits considered above. These include:

e Data privacy and confidentiality. By harvesting large amounts of the client’s underlying transaction data, the
auditor will now have a lot of valuable information stored on their systems. This therefore needs to be held
securely to protect the client. (Remember, there is a requirement to be able to reperform an audit test at a time in
the future, so the long-term retention of the underlying data is a key consideration, be that with the client or with
the auditor).

e How is the data to be gathered/extracted? ADAs require access to the underlying transactions, not just reports,
so a discussion is needed with the client and their IT team as to how the auditor gains access to the underlying
data.

e Data may come from multiple systems (finance, personnel/payroll, inventory etc) so there may need for data
cleansing and manipulation to ensure consistency and to gain an understanding of these systems to assist with
extracting reports.

e Audit staff will need to have appropriate knowledge and training to use the ADA tools effectively, and an early
check to ensure that they have access/ license to use the required software. There may be the need for
specialists depending on the types of data to be extracted, the tools being used or the tests required.

4.3. What are the essential skills when using Data Analytics?

Earlier this year, the ICAEW published a very using insight article about the five essential skills that auditors need to
develop to maximise the effectiveness of audit data analytics. These are:

e Basic data literacy — understand what data is and how to use it.

e Data acquisition — collection of complete, accurate and reliable data. As we have mentioned previously, it
does not matter how good the tool is if the data you are putting into it is not up to standard!

e Data quality assessment — the ability to identify good v bad data and spot quality issues early

e Data ethics — developing trust when handling audit entity’s data — acting with integrity, objectivity and
confidentiality.

e Awareness of the ‘art of the possible’ — understanding the potential of data and audit data analytics.
Knowing what might be possible, thinking outside the box and seeking support and specialists to deliver.

These are all really important skills for all auditors using audit data analytics — make sure you have or develop these
skills!

https://www.icaew.com/insights/viewpoints-on-the-news/2025/mar-2025/data-analytics-for-auditors-five-essentials
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4.4. Where and when could / should Data Analytics be used?

We will consider below how Audit Data Analytics could be applied to specific phases and areas of the audit, but some
general points to remember are:

e ADAs are about more than just carrying out preliminary and final analytical reviews!

e Use ADAs to generate / support substantive analytical procedures evidence.

e Wherever there is a need to compare two data sets / sources, ADAs will be able to help e.g. Inventory
despatch system and sale invoicing, Inventory receipt system and purchase invoicing.

e If you can test 100%, why not do it! There may still be a need to sample in some aspects of a test, (physical
inspection, external confirmations etc) but where ADAs are being run, there is no barrier to reviewing all the
available data.

e The results of any ADA will only be as good as the data going into the procedure and the specification of
what the auditor wants to get out. Poor data going into a procedure will result in potentially incomplete or
erroneous outputs. Poorly specified requirements will result in potentially misleading or incorrect results.

Let's looks at some specific use cases across a typical audit file.

4.5. Journal entry testing

Journal entries are a critical part of the financial reporting process, and they carry an inherent risk of material
misstatement due to fraud or error (in particular, the risk of fraud due to the risk of management override of control).
Given that management or other authorized individuals can override internal controls through journal entries, these
transactions are often a primary focus in an audit.

In particular, ISA 240 requires that journal entries be selected for testing and the determination of the selection of
journal entries for testing should, among other things, consider the characteristics of fraudulent journal entries
(including those made to unrelated, unusual, or seldom used accounts, made by individuals who typically do not
make journal entries, recorded at the end of the period or as post-closing entries that have little or no explanation or
description, made either before or during the preparation of the financial statements that do not have account
numbers, or containing round numbers or consistent ending numbers) as well as the nature and complexity of the
accounts and journal entries processes outside the normal course of business.

These factors make journal entries an ideal area to deploy audit data analytics techniques. A large volume of data
where there are multiple things to look for cries out of an automation. Indeed journal entry testing is the place that
most auditors begin their audit data analytics journey as it is an obvious ‘quick win'.

4.5.1. Data validation

Before starting any sort of audit data analytics, you must be confident that the population you are analysing is
complete.

In the case of journal entry testing, this assurance could be gained by:

e Reconciling the general ledger to the trial balance — see comments on other useful automations below.
e Performing data completeness checks such as journal entry number sequences.
e Performing control testing over the systems in place for journal entries and approvals.

4.5.2. Potential Journal Entry Data Analytics procedures

Possible specific audit data analytics procedures which could be performed include:

e Journal entries posted at weekends. Setting date parameters which flag weekend postings could help identify
unusual activity.

e Entries not netting to zero. A procedure that looks at each journal and flags if the components do not balance.

e Analysis of key words. Setting a list of words to be detected such as ‘error’, ‘correction’, ‘reversal’ will help identify
potential mistakes in the ledgers. The technique could also be applied to names of management and those
charged with governance to help identify replated party transactions or even possible frauds.

e Round sum amounts. While not inherently wrong, most transactions are not for nice tidy whole numbers, so
running a procedure looking for these would possibly flag issues to investigate further.

e User entry review. A procedure which flags up entries by infrequent users which may identify possible errors.

8



e Technical analysis such as Benford's Law. Benford's Law looks at the pattern of numbers that would naturally
occur in a dataset. Anything which looked unusual or out of line with the normal distribution would be flagged.
This is a very useful techniques to run on large datasets.

4.6. Revenue cycle

Data analytics in the revenue cycle have the potential to look at every Cr revenue transaction posted and consider if
the corresponding Dr entries are appropriate (e.g. receivables or bank). This could well flag up issues to be reviewed
in detail. However, the power of the reverse procedure (looking at Dr receivables and bank transactions to see where
the corresponding Cr entry) is even more powerful in giving evidence on the completeness assertion. Flagging Cr
entries that have been posted to unexpected accounts if very powerful.

The issue with revenue testing and the completeness assertion in particular is that audit data analytics can only test
what is in the data, but by using visualisations and analysis of patterns and trends, it may well still be able to suggest
where there may be missing transactions.

The power of a good analytic is to be able to link across cycles and revenue is a key area for this. What are the
purchases and inventory data showing? How do number compare to budgets/forecasts and prior years. What other
key metrics are relevant (such as sales commissions) that could provide an insight?

4.6.1. Data validation

Before starting any sort of audit data analytics, you must be confident that the population you are analysing is
complete.

In the case of revenue cycle testing, this assurance could be gained by:

e Reconciliation of the General Ledger to the Trial Balance

e Reconciliation of the General Ledger to the Receivables Ledger

e Segmentation of the population by type of sale. Many analytics systems will not be able to give a lot of insight to
a set of data which has a combination of retail revenue, wholesale revenue, accrued and/or deferred income
revenue and long-term contract release revenue. This will likely need to be disaggregated and fed into separate
analytics procedures.

4.6.2. Potential Revenue cycle Data Analytics procedures

Possible specific audit data analytics procedures which could be performed include:

e Duplicate Invoice Detection. Extract the invoice number field from the sales ledger, sort or group by invoice
number, and flag any numbers that appear more than once. This will give assurance that sale has been recorded
multiple times, preventing revenue overstatement and detecting potential billing fraud.

e Sequential Gap Analysis. Order all invoices by invoice number and identify missing or out-of-sequence numbers.
This will reveal unrecorded or back-dated invoices, giving assurance on completeness of sales transactions and
proper period cut-off.

e Price-Quantity Outlier Analysis. Calculate unit price for each invoice line (revenue + quantity) and use statistical
thresholds (e.g., 3 standard deviations) to flag transactions with unusually high or low prices or quantities. This
would help to detect pricing errors, unauthorized discounts, or fictitious sales that could distort revenue.

o Revenue Trend Variance Analysis. Comparing actual daily, weekly, or monthly revenue totals against prior-period
trends and budgeted amounts, flagging variances that exceed a predetermined percentage threshold. This will
highlight unexpected spikes or declines in revenue, guiding auditors to investigate specific periods in more detail.

e Cut-Off Testing via Date-Shift Analysis. Match invoice dates to shipping or delivery dates, compute the time lag
for each transaction, and flag entries outside a defined window (e.g., more than three days before or after period
end). This will give assurance that revenue is recorded in the correct accounting period, reducing the risk of cut-
off errors.

These are just a few examples of what could be achieved. As we noted about, think about the art of the possible!

4.7. Payments cycle

With respect to expenses and liabilities, one of the key concerns from an audit perspective is often around

completeness, since most entities would have a bias to understate payables/expenses to improve financial

performance/position. Accuracy may also be a higher risk in areas that require complex calculations (such as the
9



calculation of certain contingencies). Because of this, the use of audit data analytics may be limited as in many
cases it is difficult to use substantive analytics to identify understatements.

In most cases, audit data analytics would be applied to the expense balance (assuming the expense is a predictable
balance that a substantive analytic could be applied to), which may in-turn identify the under or over statement of the
payable balance. Generally, to apply an audit data analytics procedure there needs to be a known relationship
between two or more sets of data. Note that these analytics procedures will require significant tailoring to the entity
and their operations, though some high-level procedures have been identified below as suggestions. In many cases
the same or similar analytics could be conducted without the use of data tools, but data tools may improve
efficiencies. Also note that, as the below procedures are primarily substantive analytics, they may not fully address all
assertions and may need to be supplemented with other procedures.

Certain audit data analytics procedures around the purchases/payables section may also be used to address fraud
risk (e.g. payments to fraudulent vendors) to misappropriate assets. This in turn results in a risk around occurrence
(in the sense of whether the expense was valid, not whether it has been paid). There are many factors that could
indicate fraudulent payments/vendors (e.g., duplicate names, addresses that match employees, etc.). By applying
audit data analytics to 100% of the population, high risk vendors or payments can be identified and tested to address
this fraud risk.

4.7.1. Data Validation

In many cases, audit data analytics procedures require the use of internal information and reports such as General
Ledger (GL) detail. The reliability of these reports should be considered before relying on them for audit procedures.
Procedures to ensure reports can be relied upon may include (but are not limited to):

e The reconciliation of reports to the GL to ensure completeness of information.

e Test of controls or substantive testing over GL detail to underlying invoices and other supporting
documentation.

e Ensuring that entity policies (bonus or commission plans) are approved by the Board of Directors.

e Many audit data analytics procedures may also rely on external data. The reliability of this data should also
be considered.

4.7.2. Potential Data Analytics Procedures

e Gross Margin Analysis. Typically expected to fluctuate directly with revenue. While it is easy to conduct a
high-level gross margin analysis, the use of audit data analytics may allow a greater degree of
disaggregation (e.g. by transaction stream, department, line items services, products, time period, etc.).

e Commissions Recalculation. These would be expected to directly correlate with sales. In some cases,
commissions may require complex calculations (e.g. commissions may vary depending on the margin
earned on a product) so audit data analytics may be used to determine a more precise expectation.

e Review of Top Vendors. Significant activity with unusual vendors can suggest potentially fraudulent
activities.

e Trend analysis of purchases compared to revenue. Once you understand the business you will know what
the expected leas=d times are between purchases and sales, how long things stay in inventory etc. Data
analytics can help to produce visualisations of these cycles, and you can spot where things are not working
as expected.

4.8. Payroll

With respect to payroll expenses, one of the key concerns from an audit perspective is often around fraud risk, as
inappropriate amounts may be paid to employees (including payments to fraudulent employees) to misappropriate
assets. This in turn results in a risk around occurrence (in the sense of whether the expense was valid, not whether it
has been paid). This risk is typically higher in entities with a significant number of employees, as fraudulent payments
or fictitious employees would be more difficult to detect than in organizations where there are only a few employees.
There are many factors that could indicate fraudulent payments or employees (for example, duplicate names,
addresses, etc.). By applying audit data analytics to 700% of the population, high risk employees or payments can be
identified and tested to address this fraud risk.

There may also be a completeness risk with regards to both expenses and payroll liabilities (as many entities may
want to understate expenses if there is a potential to improve financial performance or position). Accuracy may also
be arisk in areas that require calculations (such as the calculation of payroll remittances).
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4.8.1. Data Validation

A lot of more sophisticated audit data analytics procedures require the use of payroll registers and employee listings,
which are internally generated by the client. The reliability of these reports should be considered before relying on
them for audit procedures. Procedures to ensure reports can be relied upon may include (but are not limited to):

e The reconciliation of the Payroll Register to Payroll Accounts in the GL to ensure completeness of payroll
information.

e Test of controls or substantive testing over payroll registers/employee listings to underlying contracts, time
sheets and other supporting documentation.

4.8.2. Potential Data Analytics Procedures:

e Duplicate Employees in the Payroll Listing. Duplicate employee records can indicate potential fraud (as an
employee might be paid multiple times; such payments are more likely to go undetected since a reviewer
may mistake them for legitimate payments).

e Duplicate Addresses. These could indicate fictitious employees set up to misappropriate funds (if an
individual set-up a fictious employee, it is possible that they will use their own personal information, such as
addresses).

e Unusual Timekeeping Patterns. Anomalies in timekeeping records can suggest potentially fraudulent
activities, especially if certain employees show consistently high overtime.

¢ Employees Paid +/- x% of Average Gross Pay. Payroll discrepancies where employees are paid significantly
more or less than the average gross pay can indicate errors or fraud.

e Employees in the Payroll Register Not in the Employee Listing. Ensuring that all payments are made to
legitimate employees by cross-checking payroll register entries against the master employee list.

e Employees Paid After Termination. Payments made to employees after their termination date could indicate
fraudulent activity.

e Compliance with Tax and Regulatory Requirements. Ensuring payroll tax filings and other regulatory
requirements are met accurately and timely.

e Comparison of Employee Postal Codes with Vendor Listing Postal Codes. |dentifying potential fictitious
employees or vendors by comparing postal codes. Duplicate postal codes among employees/vendors could
indicate fictitious employees/vendors set up to misappropriate funds (if an individual set-up a fictious
employee, it is possible that they will use their own personal information, such as postal codes).

e Other procedures would include using analytics to perform recalculations and trend analyses.

4.9. Inventory

Inventory is a critical area in audits due to its impact on both the balance sheet and Income statement. Key concerns
from an audit perspective centre around risks of misstatement, which may occur either through errors in counting,
classification, or through fraud. Inventory misstatements can impact the financial statements significantly, making
accuracy, valuation, completeness, and existence key areas of focus.

A major risk is the existence and valuation of inventory, particularly for entities with high volumes of inventory or
diverse product lines. There is also a risk around completeness, where items may not be recorded, and around
valuation, where inventory costs may not align with net realisable value or established accounting methods. This is
heightened if entities use internal procedures to produce records, increasing the potential for unintentional errors or
intentional manipulation.

Applying audit data analytics techniques can mitigate these risks by enabling 100% population testing. By analysing
inventory-related data, potential outliers, unusual price changes, or discrepancies in unit quantities and in unit values
can be flagged for further investigation, helping identify areas of risk such as non-existent or overvalued stock.

4.9.1. Data Validation

A lot of more sophisticated audit data analytics rely on inventory valuation reports (such as opening and closing
stock on hand reports) and stock movement reports, which are internally generated by the client. Before relying on
these reports for audit purposes, their reliability should be evaluated. Procedures to ensure the reports' reliability may
include (but are not limited to):

e Reconciling the opening stock value per the valuation report with the inventory value per the prior year's
audited financial statements;
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4.9.2.

Reconciling the closing stock value per the valuation report with the current year's inventory accounts in the
general ledger to ensure consistency and accuracy at the beginning and end of the period.

Performing a reconciliation by adding stock on hand quantities per the stock movement report to the
opening audited valuation report.

Potential Data Analytics Procedures

Tracing Stock Count to Final Valuation. Reconciling inventory from the physical stock count to the final
valuation is essential to ensure the accuracy and reliability of inventory records.

Stock Roll-forward / Roll-backward Analysis. Performing a roll-forward or roll-back analysis involves tracking
inventory movements from a specific date (ex: last stock count date) to the financial year-end, ensuring the
accuracy and reliability of stock valuations by reconciling stock quantities as at the specific date with
recorded transactions in the stock movement report from the specific date to the financial year-end.

Net Realizable Value (NRV) Analysis. The NRV analysis assesses whether stock items are recorded at an
appropriate carrying value by comparing the year-end cost to subsequent sales prices. This procedure
identifies potential NRV issues.

Inventory Obsolescence Analysis. This will assist in identifying items that are no longer sellable or usable,
ensuring accurate financial reporting and effective inventory management.

Weighted Average Cost (WAC) Inventory Analysis. This will assist in determining the expected WAC per unit
for inventory transactions, ensuring accuracy in cost calculations for inventory received (purchases) and
dispatched (sales). This analysis calculates an expected total inventory cost at year-end and compares it to
the Stock on Hand Valuation Report provided by the client.

FIFO Cost Inventory Analysis. This analysis verifies that the year-end stock quantities and values in the
Stock on Hand Valuation Report are accurately calculated according to the FIFO (First In, First Out) inventory
costing method.
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5. Al - Gamechanger or Distraction?

As mentioned earlier, you cannot think about any sort of audit technology without consider Artificial Intelligence. It is
everywhere (even if it is not ... see comments later!)

The technology companies and the media will have you thinking that Al is about to replace all auditors and
accountants. | am fairly sure that it not true. | believe that Al will release us from the mundane parts of our roles and
free us to exercise our skills, judgements and professional scepticism to provide better information and services to
our stakeholders.

So how might we use Al?

5.1. Uses of Al in Audit and Assurance

The audit data analytics tools and techniques discussed about will continue to evolve and will start to embed Al into
the underlying programming, driving even more insights and useable outputs.

But at the moment, the use cases for Al in audit and assurance are ostensibly for the written outputs we create (the
techies do not talk about Large Language Models for nothing!). So, what could we be using Al for in our audit and
assurance assignments?

e Asyour minute taker — when having any sort of meeting, be it online or in person, set up your computer to record
the meeting and produce the minutes. They will almost always do a better job than the audit junior!

e Suggesting potential audit risks — you can feed the Al documents and press reports or even simply ask it to look
for information publicly available about your client and flag any audit risks that may be relevant.

e Generating management letters — using Al to review working papers to identify weaknesses in controls to then
be reported to management will save a lot of time. Even if this is just taking a broad set of comments and then
asking the Al to generate the implications and recommendations will be useful.

e Reviewing large contract documents. The review of a 40 page lease agreement was never anybody’s favourite
job and anything which can review the document and pull out the key issues, along with citations for more in
depth review has got to be helpful.

These are just a few examples, and | am sure you can think of lots more — again, the art of the possible!
The key thing to remember is how can the Al make your audit better?

5.2. Prompt writing will be the new skill in demand

One of the problems with Al is that most people simply use it as a slightly elongated Google search bar. If this is the
approach you use, you are destined to get sub-optimal results. You need to write a good prompt to get a good
answer — it is the good old ‘rubbish in, rubbish out’ analogy!

One of the key skills any auditor using Al will need is how to write a good prompt.
Prompt writing is a training session in its own right, but as a brief guide / reminder, a good prompt should:

e Beclear and specific

Give context

Ask for the format you want

Use do and don't

Include examples

Define the tone and the audience

e Break things down — ask one thing at a time, not a shopping list

Always be willing to tweak and refine the results. If the answer is not quite in the right tone, ask it to make it more
formal or relaxed. If you need more of less examples, tell it!

If you are wondering, yes, | did ask both co-pilot and chat-GPT what it's top five tips were for good prompt writing
were. | have included their full answers in the Appendix.
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Remember that the Al tools are just like us. Ask them the same question twice and you will not necessarily get
exactly the same answer each time!

5.3. Treat Al like an assistant / trainee
If you have not heard this phrase before, then you have now!

You cannot simply write on an audit file that Al did the risk assessment for you! This will not work with your quality
reviewers or the regulator!

However, if you note on the file what you have fed into the Al system, what is has returned and then why you consider
this to be a reasonable response, then you are well on the way.

This is precisely how you would deal with the work of an audit junior — you set out the work you require from them
and then review the results, either signing it off if you are satisfied or pushing it back to get more work done or a
clearer understanding of what was done. Using Al should be the same. You cannot rely on it totally — it still needs
your intervention!

5.4. Is it really Al?

A lot of the tools in the analytics space were launched onto the market a long time before the current wave of Al
arrived. These tools were built using sophisticated algorithms and robotic process automation which automate
processes and keep cycling through the data in a number of ways before reporting. These tools have worked well for
a while now and so you may not find their marketing and websites plastered with mentions of Al.

Equally, there will be new tools and entrants to the market which claim to be Al enabled but actually are not using Al
any more than the legacy tools!

This is not to say that Al tools such as ChatGPT and Co-Pilot do not have a role to play in audit but more a cautionary
note to not be bamboozled by the hype!

Look at the tools on the market. Consider what they do. Do they meet a need in your audit? Do they improve quality
and efficiency? Are they cost effective? If so, use they, whether they say Al enabled or not!

14



6. Your wider Audit & Assurance tech stack — other useful automations your firm could
benefit from

In the modern audit and assurance practice, Data Analytics is only part of the technology suite that you should be
deploying. So, what should the good audit and assurance tech stack look like?

6.1. Client take-on

We all know that client take-on is an important part of the process, but yet it can often become a victim of poor
documentation and missing steps. Consideration of AML, independence and ethics as well as firm risk appetite all
play a part in the process. Then comes the boring admin of allocating the client a client number, a manager and
team, timetabling the assignment and all the other things which come with having a new client on board.

If your firm has not considered this, you should be as there are gains to be made from to streamlining this process
with technology. There are specific applications available for some parts such as AML checks but building a
workflow to manage all aspects of the take on may be more suited to a CRM system. There are a lot of these on the
market!

The key aspect of any of these systems is to ensure that they can integrate with the later parts of the tech stack. For
example, processes will be much easier if there is an APl in place that can create the client in the collaboration and
audit documentation systems automatically once they have been accepted as a client in the CRM system, rather
than having to remember to do it manually.

There are numerous products on the market including Netsuite, Monday, Workday, Salesforce to name just a few.

6.2. Client Collaboration

The ability to connect with clients in a secure and efficient manner if key to any modern assignment. The amount of
data and information passed to and fro can lead to extremely long email chains, concerns over data security and also
the perennial issue of files that are too big for emails. These usually result in a SharePoint or DropBox folder being
set up to exchange files, but these then need to be moved to the assignment file and the shared location cleared
(which of course rarely happens in a busy team, and hence data is left lurking in parts of drives for a long time!)

So, a bespoke client collaboration tool is a much better solution — co-ordinating all the client requests in one place,
tracking responses and allowing collaboration to managed efficiently.

A good collaboration system should also facilitate collaborations with other external parties such as customers,
suppliers and bank for confirmation purposes and also external experts such as lawyers and valuers.

Any system selection should again be looking at integrations. Can it link up to the CRM system but also down to the
documentation system. Can a document, once received and agreed, been automatically transferred and filed in the
documentation system?

Tools from Suralink, Uplink, Inflo and Circit are widely used. There are a lot more on the market as well.

6.3. Data extraction / cleansing / configuration / validation

As mentioned several times in the sections above, data validation is a fundamental element of using any analytics
tooling, but it is also key to driving a number of other tools and automations. If the initial data is not correct, the
whole process starts to become vulnerable.

While for some assignments, data extraction is simple (particularly where the volumes are small and the client is
using a well known, off the shelf accounting system) in other cases it can be extremely time consuming. Large
volumes of data can often end up being split across multiple reports. The format of the data may not be consistent.
You may want or need the raw data to be configured in a certain way before it is uploaded to the working papers
application.

Whatever the initial quality of data, it will always need validation for completeness and accuracy. Procedures such as
a TB to GL reconciliation before data is used in the working papers or audit data analytics is always required.

There are a number of options at this point in the stack.
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Some firms will opt for the manual approach of a junior member of staff working with Excel functionality to achieve
the desired outcome. This approach may be considered ‘cheap’ (although is it??) but it does come with a large risk of
errors. Hence why a number of firms are looking to automate some of this work.

There are some off the shelf packages such as Validis which can assist with this or there is the 'build your workflow’
option using systems us as Alteryx.
6.4. Documenting the procedures / evidence

This is where most practitioners are comfortable! An electronic engagement file with the planning, fieldwork and
completion and the checklists we all know and love!

The documentation of procedures is important but even here, we need to be evolving.
As mentioned above, as much information should flow into the engagement file as possible without the need to
rekey or reupload data. APIs between apps in the tech stack are the way to cut down on the repetition and the risk of

errors.

This will mean being Cloud powered! The days of a desktop-based assignment solution are fast disappearing.
Harnessing the flexibility and data-connectivity of the Cloud is essential to the modern assignment team.

The opportunities for collaboration across teams and firms are also huge.

6.5. Data analytics

As mentioned earlier, there are a number of providers in this space. See section 3 of these notes for details.

6.6. Intelligent audit and assurance tooling

Calling and casting financial statements. Ticking disclosure checklists. Hunting through invoices looking for the one
which matches your sample.

These are all rights of passage for most in our profession, but all things which technology and Al are able to do with
speed and accuracy.

Document matching tools such as Datasnipper, Caseware Extractly and Trullion are able to take large populations of
documents, search them and match them to data in your audit sample.

Similarly, those providers also have tools which can run validation checks on the calculations on financial
statements, identifying casting errors, mismatches between notes and primary statements and even error on prior
period numbers carried forward to the current year.

With tools such as Pentana moving into the Al space to intelligently review the technical disclosure compliance on
financial statements, there has never been a more important time to look at these tools and ensure your audit teams
are getting the most out of them.

Remember, this is not just about efficiency, it is also about driving quality.

16



7. What are the standard setters and regulators saying?
Data Analytics and Al are both areas where standard setters and regulators have views, unsurprisingly.

7.1. Data analytics
IAASB
As mentioned in section 2 above, the ISAs do encourage the use of Automated Tools and Techniques. In support of

this, in September 2020 the IAASB published some non-authoritative support material containing frequently asked
guestions regarding the use of Automated Tools and Techniques in Performing Audit Procedures.

It contains some very useful guidance. A summary of the questions and comments is included here. The full text
can be read on the IAASB website on the following link.

https://www.iaasb.org/publications/non-authoritative-support-materials-using-automated-tools-techniques-
performing-audit-procedures

FAQT - Can an audit procedure involving the use of ATT serve as both a risk assessment procedure and a further audit
procedure?

The short answer is Yes! The publication acknowledges that where, for example, an ATT is used to process,
organise, structure or present data in order to undertake a substantive procedure, as part of that processing, it may
become apparent that there are unusual patterns in the data or unusual items which need more audit attention, this
identifying a risk. The data is then subsequently used in the substantive procedure as originally intended.

The FAQ goes on to set out an interesting example.

FAQ2 — What are the specific considerations when using ATT in designing and performing substantive analytical
procedures in accordance with ISA 5207

The answer acknowledges the wide variety of data available to auditors, some more reliable than others, and that
reliability is a core element of using SAPs.

ATT will allow a SAP to call on more data sources and hence develop a more precise expectation.

It is of course important to remember that when using SAPs, the auditor must still follow the ISA 520 steps and
consider the assertion which is being tested and whether a SAP, with or without ATTs is the best way of gaining
assurance.

FRC — UK Regulator

Also in September 2020, the FRC published a Thematic Review looking at the use of technology in the audit of
financial statements.

Their findings were that audit data analytics were used mainly in the areas of risk assessment, journal entry testing
and revenue testing.

Their overall conclusion is ‘that technology has much to offer the auditor in terms of efficiency and effectiveness. It
may be used increasingly to support the assessment of the reasonableness of estimates made by management. The
potential for the use of technological resources to enhance audit quality is clear. However, it is no replacement for
the skills and informed judgement of an experienced auditor.’

https://media.frc.org.uk/documents/AQR_Thematic_Review_-
_The_use_of_Technology_in_the_audit_of_financial_statements.pdf

In 2025, the FRC also published a Thematic Review into the Certification of Automated Tools and Techniques.

This review was very much focused on the quality management side of things, ensuring that tools are appropriately
tested and certified before being used on live assignments.
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Where the tools are purchased from a 3 party vendor, there is an assumption that the certification must be OK as
lots of other firms are also using the tool. However, certification and deployment are not only about the tool itself, but
the training and support that go with it. Firms need to have a robust process in place to ensure that any tool is
technically compliant but also that its users and appropriately trained to deploy that tool correctly.

Where tool is developed internally, clearly there will need to be more testing and documentation of the processes
used to develop and maintain the tool.

ISQM 1 requires firms to establish quality objectives around ensuring appropriate technological resources are
obtained or developed, implemented, maintained and used, to enable the operation of the firm’s system of quality
management and the performance of engagements.

Therefore, whether using an internal or external tool, there should be documentation maintained as part of the ISQM
1 process to show that these requirements have been complied with.

https://media.frc.org.uk/documents/Thematic_Review_on_the_Certification_of Automated_Tools_and_Techniques.p
df

7.2. Artificial Intelligence

In June 2025 the FRC published a guide on Al in Audit, containing an illustrative example of a potential use case for
Al use in journals procedures and guidance on documenting tools that use Al.

The illustrative example walks through the development of the Al tool used (considering unsupervised machine
learning and deep learning models), development of the methodology and use of the tool on the assignment.

The documentation guidance considers matters that a firm should document centrally, including:

A description of the tool and its functions.
When it is appropriate to use the tool.
How the tool was developed.
Why the firm is confident that the tool works as it is intended to.
What training, guidance and support is available to teams.
How the tool is explainable (can you understand the outputs based on the inputs); and
How/why the use of the tool aligns with the UK government’s 5 Al principles, which are:
o Safety, security and robustness
o Appropriate transparency and explainability
o Fairness
o Accountability and governance
o Contestability and redress

It then goes on to discuss what should be documented on individual assignment files where an automated tool or
technique uses Al:

Description of the tool and its function

Why the team considered use of the tool appropriate

Evidence of the tool's approval for use from the relevant central function
Consideration of the outputs of the tool

The guide does also note that for other tools which use Al, there may be no requirement to document the use of
these tools on the audit file, if it would not be required for an experienced auditor to understand the basis for the
auditor's report, or significant matters arising during the audit. However, the team may choose to do so, if they feel it
would allow a reviewer to better understand the work performed.

In these still relatively early days of using Al, it is probably best to err of the cautious side and document more rather
than less!

https://media.frc.org.uk/documents/Al_in_Audit.pdf
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7.3. IAASB Technology Position

The IAASB’s Technology Position Statement sets out how the IAASB considers the impact of technology when
setting standards. The Statement recognizes the transformative potential of technology in enhancing audit and
assurance quality and affirms the IAASB’'s commitment to facilitating and, where appropriate, encouraging the use of
technology.

The document does not given detail on technology for specific work but is more a statement of intent and direction
of travel from the standard setter but is useful to know that they are open to the use of technology and aware of the
fast-moving nature of the sector.

https://ifacweb.blob.core.windows.net/publicfiles/2024-10/IAASB-Technology-Position-Statement.pdf

7.4. Documentation

Finally, it is worth noting that in 2020 the IAASB also published a non-authoritative guide on documentation when
using ATTs.

The essence of the guide is to remind auditors that ISA 230 still applies when using ATTs and that details such as the
name of the tool used, details about the source data, how it was obtained etc need to be documented as well as the
more detailed steps taken in using the tool.

The long-standing requirement for an experienced auditor to be able to understand what has been done is still there
and arguably documentation becomes even more important when using ATTs!

https://www.iaasb.org/_flysystem/azure-private/publications/files/FINAL-Non-Authoritative-Support-Material_Audit-
Documentation-When-Using-Automated-Tools-And-Techniques.pdf
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Appendix 1 — What Microsoft Co-Pilot and Chat-GPT say when asked what makes a
good prompt?

What are your top 5 tips for writing a good prompt to ask you questions?
Chat GPT response

Great question — writing clear prompts helps you get much better answers. Here are my top 5 tips for writing a good
prompt when asking me questions:

1. Be Clear and Specific

Avoid vague language. Instead of asking:

"Tell me about history?"

Ask:

"Can you give me a brief summary of World War Il from the European perspective?"

Why it works: | can tailor the answer to exactly what you need.

2. Give Context (if needed)

If you're working on a project, writing an essay, or need something in a certain format, say so.

Instead of:

"Write something about climate change.”

Try:

"I'm writing a persuasive essay for high school about climate change. Can you help me with an opening paragraph?"

Why it works: Context helps me match your tone, purpose, and audience.

3. Ask for the Format You Want

Do you want a list, a summary, a script, or code? Let me know.

Instead of:

"How do | cook pasta?”

Try:

"Can you give me a step-by-step list of how to cook pasta for beginners?"

Why it works: You get the answer in the style that's most helpful to you.

4. Mention What You Already Know (if relevant)

If you're not starting from zero, say so — it avoids repetition.
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Instead of:

"What's Python?"

Try:

"l know some basic Python syntax. Can you explain how classes work?"

Why it works: It skips the basics and gets you deeper info faster.

5. Break Down Complex Questions

If you have a big or layered question, split it up or guide the focus.

Instead of:

"Can you help me with my business idea?"

Try:

"I'm working on a business idea for a subscription box service. Can you help me:
1. Identify a niche
2. Outline a basic business plan
3. Create a pitch deck?"

Why it works: We can work through things in a logical, step-by-step way.

Let me know if you want examples tailored to a specific topic you're working on.
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Co-pilot response

Here are five tips to help you craft prompts that get clear, focused, and useful responses:

1.

Provide clear context by including relevant background and specifics. This helps the assistant tailor
responses to your scenario and avoid generic outputs.

State your objective by explaining what you want to learn or accomplish. Clarifying your goal guides the
assistant to focus on the most pertinent information and solutions.

Define scope and constraints, such as word count limits, target audience, or required format. Setting
boundaries ensures the answer fits your needs and reduces unnecessary details.

Ask for structure or examples when you need a particular format (e.g., bullet points, numbered steps, or
sample code). Explicit formatting requests speed up comprehension and make the output immediately
usable.

Use iterative refinement—start with a simple prompt, review the response, then follow up with more detailed
guestions. This back-and-forth approach homes in on exactly what you need and uncovers deeper insights.

Beyond these tips, you might experiment with specifying tone (formal vs conversational), requesting analogies to
simplify complex topics, or even asking for counterarguments to challenge assumptions. Feel free to try out a few
prompts now, and I'll adapt my replies based on your style and feedback.
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I am currently writing a training session for accountants and auditors which includes a section on writing good prompts
for co-pilot and chat-gpt. Please give me your top five tips for writing a good prompt. The language should be
professional but not too formal and some examples would be helpful.

Chat GPT response

Great — since your audience is accountants and auditors, the tone should be professional but approachable, and

examples should be relevant to their work. Here's a refined version of the top five tips for writing effective prompts
for tools like ChatGPT and Microsoft Copilot, tailored for a training session:

@ Top 5 Tips for Writing a Good Prompt (for Accountants & Auditors)

1. Be Clear and Specific

The more precisely you describe what you need, the better the result.

Good Prompt:

‘Summarise the key differences between IFRS 15 and ASC 606 in plain English."
X Vague Prompt:

"Tell me about revenue recognition.”

[ Tip: Include relevant standards, industries, or jurisdictions to focus the response.

2. Provide Context Where Needed
If the Al knows the background, it can tailor the response more accurately.
Good Prompt:

"I'm preparing for a client meeting about their deferred tax position. Can you draft a few key talking points explaining how
deferred tax assets are recognised?"

@ Tip: Tell the tool who the audience is (e.g. a client, junior staff, management), and what the output is for (e.g.
email, report, meeting).

3. Ask for a Specific Format

Whether you're after bullet points, a checklist, or a summary paragraph — say so.

Good Prompt:

"Create a bullet-point checklist for performing a year-end fixed asset review under IAS 16."

@ Tip: This is especially useful when working in Excel, Word, or PowerPoint with Copilot — you can ask it to format
tables, highlight issues, or structure outlines.

4. Break Down Complex Requests

Split multi-part questions into manageable steps or clearly list what you need.

23



Good Prompt:

*"Help me prepare a training slide on audit sampling. Please:
1. Define audit sampling
2. Give two real-world examples
3. List common pitfalls"™

[ Tip: This allows the Al to deliver structured, focused output instead of a wall of text.

5. Tell It What You Already Know (or Don’t Need)
This avoids unnecessary explanations and keeps the output concise.
Good Prompt:

"I'm already familiar with basic Excel functions. Can you show me how to use Power Query to clean and merge two data
sets?"

[ Tip: Mentioning your level of experience helps the tool pitch the answer appropriately — especially helpful when
upskilling.

& Final Thought

Encourage your team to think of prompts like briefing a junior colleague — clear expectations, context, and outcomes
go a long way.

Would you like this turned into a one-slide visual or handout for your session?

Co-pilot response

e Provide Clear Context Give the model the who, what, and why so it can tailor its answer to your situation.
Example:

I'm preparing a Q2 revenue analysis for a mid-market SaaS client.

Summarize the top three churn drivers and suggest Excel pivot-table layouts to highlight each.

e Define the Desired Output Specify format, length, or structure up front—bullet points, tables, code snippets, etc.—
S0 you get something you can use immediately.

Example:

Create a three-column table listing revenue streams, key risks, and corresponding audit procedures.
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e Include Samples or Templates. When you feed in a data snippet or outline, the model mirrors your style and
focuses on your actual inputs.

Example
[ {"invoiceNo": 102, "date": "2025-06-30", "amount": 7400 }]

Explain how to flag any invoices dated outside the fiscal month.

e Specify Tone and Audience Call out whether you need a client-friendly memo, a technical how-to, or something in
between.

Example:

Draft a concise, conversational email to the CFO explaining why we need to test revenue cut-off controls.

e Break Down Complex Requests Divide big questions into numbered sub-tasks. This ensures the model tackles
each part in order.

Example:
1. List three common revenue fraud schemes in manufacturing.
2. Recommend one IDEA or ACL analytics test for each scheme.

3. Suggest a chart type to visualize anomalies.
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