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ARTICLE 25: DATA PROTECTION

BY DESIGN AND BY DEFAULT



THE WHY

Taking into account the state of the
art, the cost of implementation and
the nature, scope, context and
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THE RISK
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likelihood and severity for rights and

freedoms of natural persons posed
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of the determination of the means for
processmg and at the time of
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PUT PROTECTIONS IN PLACE
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SOME SUGGESTIONS
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are designed to implement data -

protection principles, such as data
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NOWHERE TO HIDE
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INTEGRATE SAFEGUARDS
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safeguards into the processing In
order to meet the requirements of

this Reqgulation and protect the rights

of data subjects.






RISK SCORING

RISK = CONSEQUENCE * LIKELIHOOD






















INHERITED WHY

The controller shall implement
appropriate technical
and organisational measures for
ensuring that, by default , only
personal data which are necessary for
each specific purpose of the
processing are processed.



REQUIREMENT BY EXTENSION

That obligation applies to the amount
of personal data collected, the extent
of their processing, the period of
their storage and their accessibility.



RESTRICTIONS ON PROCESSING

In particular, such measures shall
ensure that by default personal data
are not made accessible without the

individual's Iintervention to an
iIndefinite number of natural persons.
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‘Your documents, photos, To decrypt your files you need to Follow the instructions below. Eut
databases and other important files puy our special software - General- remember that you do not have
encrypted Decryptor much time

General-Decryptor price
the pnice is for all PCs of your infected network

You have 8 days, 14:31:.02 Current price
* If you do not pay on time. the pnce will be doubled
* Time ends on Mar 28, 16:30:11 After time ends

2137935 xMR
= 50,000,000 LD

427587 ¥R
= 100000 000 LS




Tuckers failed to process personal
data in a manner that ensured
appropriate security of the personal
data, including protection against
unauthorised or unlawful processing
and against accidental loss
destruction or damage, using
appropriate technical or
organisational measures
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TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

Ir 5 secs

6 mins

8 hours

|
~In secs
1 - '~-‘,7_




6 CHARACTER PASSWORD

(26+10)"6 = 2.2BN




10 CHARACTER PASSWORD

(26+10)"10 = 3.65QUADRILLION



(26 + 10)® = 2,176, 782,336

(26+10)'0 = 3,656, 158, 440,062,976
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